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PowerBroker for Windows

Privileged Access Management Platform
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User or computer
Group Policy refresh

Wites ings -
-

Alerts driver to change in sattings Reads settings
and validates signalure

Detecis process crealtion

\(! P Process
0 Application runs with
L modified security token

If an applicable rule exists, the
driver modifies the security
token for the process when
the process is launched.

Launch executable file
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Rule &! Rule A4

« Publisher: O & M= oS 7|6 E .
A= [ Publisher Rule Refer.ence file: .
e < Browse..

C\Windows\System32\sppcomapi.dil

[ w Path/Folder Rule

ﬂ Hash Rule

[} File name:
@ MSI Rule

« Path/Folder : Z24/IYLE 7|Et E A&

e Hash : ItO| Hash Zf 7|8t & A&

. - ol 7|H e L
MS' . MSI ]II-E 7| |- = o [ﬁﬂctﬁm“ Rule ]_ [Use custom values

« ActiveX : ActiveX control 7|Et & HEZ ) sheilRue

Publisher: 0O=Microsoft Corporation, L=Redmond, S=Washington, (

Product name:  MICROSOFT® WINDOWS® OPERATING SYSTEM

v

SPPCOMAPLDLL

Path:

« Shell: On Demandd & 4 & [ uAc Rue
«  UAC: UACYH ool +5&|= application LoD Rle
e & 4E

« (CD/DVD : CD &= DVD49|
application Ci4 & = A48

C\Program Files (x86)\Internet Explorer\iexplore.exe

Browse Eolders... Select Process Select Template

Arguments:

http://www java.com/*

Source URL:

* File Integrity Rule : File 2t&d & 4& Y
TouchEnkey3.1.0.32 32kcab
_ CLSID/MIME:
e
Version:
I o o 0 0
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Application Control
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. 20I5| 0]Z2|A|0|M0| EA 2|z|0f|A AlsH 57
 Digital Signatures, Path, Hash, Vulnerability
= —_ . .
2|3 o2 7tA] &9 2|8t Application —_— o
Control L e
Mame Ord... | Type Program Arguments Action Ses...|Enab...
O] All Deny Applications except trusted applicaticns 1 Add Admin T..
WAII Deny Applications except trusted applications 1 Path Deny Execution o
Event Id | Message Application Time Created Computer Mame Process Type User Mame Justific...  Rule Type Event T... |[Exclud... | =
3217 Denied Rule Applied bcoccbruliexe 09,/04,/2018 301 PM BHWITWM Standard User BHWITh " lctestus PATH 28698 Na =
3214 Denied Rule Applied cycys.exe 09042018 3201 PM | BHWOTVYM Standard User BHWOITMYlctestus_ PATH 28698 Mo [
3210 Denied Rule Applied  Explorer++ exe 09/04/2018 3200 PM  BHWOTWM Standard User BHWIT MY bctestus_ PATH 2EE08 Mo [
3209 Denied Rule Applied  Bat To_Exe_Convert |09/04/2018 300 PM | BHWITVIM Standard User BHWOITMYlctestus_ PATH 2B69E Mo =
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ltem Level Targeting

N POllcy = U L—_l_ |§ zzl |_%|:%|_I_ PowerBroker for Windows - NEW TEST GPO (GPO)
LYoz AR Jts APPLICATION TOKEN OPTIONS
. = - | Item |AddColIe¢hon | tem Options « | & @ ’ Aow X Delets | §
 Item Level Targeting 7|52 S35l CtFst o e
= = L_ Computer Name
ZUHE(EE AREAL OF, AE, SR8, o
Date Match

E4 stgdHs 45, LDAP Query 88, o
= al-Up Connection
AMEA Y AR 20 E 5) dot A Tts Dis space
Domain
Environment Variable
File Match
[P Address Range
Language
LDAP Query
MAC Address Range
MSI Query
Operating System
Organwzational Unit
PCMCIA Present
Portable Computer
Processing Mode
RAM
Registry Match

Security Group
Site

Terminal Session
Time Range
WMI Query
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Guzve22 BizHUY

—_
[0¢]




PowerBroker for Windows

Powe rB ro ke I'(P BWD) / I % é,l'k" Privileged Access Management Platform

File Integrity Monitoring
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Risk Compliance
« Regulatory compliance 2t | i
Z|2Fd (Vulnerabilities)2 2= of 424
A2 I
 Passive monitoring, allow or deny = i ; . BT
privileged escalation for application, or o . N ) o
session monitoring 7|
« Risk complianceE ¢/t £& Reporting
- AA|Zkapplication-based £ &AM -
- = =y BT
+ #orE8 3UR o Audits Ihs E - E——-
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Windows Event Log Monitoring

==

«  Windows Event Log?| ¢ 2Z3}

« Windows Event Log?| Pattern Matching (System, Application & Severity)
* Real time Notification

*  Microsoft Recommend Monitoring Rule A|&
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PowerB rOker(PBWD) 7| = AI'A'" Privileged :cvcveesg I\:Ic;ng;er?lgnt IIDTat%Vrvnf

CheFet 2 M A&

BeyondInsight= AHEAL TH2S AFESt= AMEAS] £+ El ActionOf| CHSHO] Audit 7t O] PDF,XLS,CSV 2
DOC S9| C}ekst 2 0 A 280 7H=8H |

v AREAL @R, el S Audit

[ F L = [ Y PR = Protun W @i
v Monitors Actions B Extended Executive Summary
1 S ‘-1 'lT" v repe i braned strtn wiEn anlnerahilly Brarmankion oellsced @ peairnm el
- Actlons s Nekiled A ctrtn wik I hilby i ! lkzrtied in Hy E
O Add, Delete, Edit A BeyondTrust
Cormsiied Trsrad Cuba b 2%
D SChedU|e L rf :.1 [ ¥ rv- o
O Add Vuln. Exclusion " @ i e P Lo ::%
D o ' "’ L:::::“:f:k I . : @ w- J.IJ; u:- :|.- .::. ::
. b P Bk DRl e - - o
- SeCtlon ' :-:v_.—.m:-,-mlr: N T Y ™ HEEEE

O Address Groups

LLAH“l.

O Reports *‘ﬂ,:-:
D Scan al’ m.B n.r i‘.'ﬂdvm.!wl.h Isn-
D e H rM:n‘,‘hn I
El?r:mrilld” st - Nop 118 Assets with Largest Mumber of Yulnerabilities .
R (s "
Application Active X Details
ﬁpp::gggggz kgy ﬁg;?}p;;e;rt . PowerBroker Events by Hour
Applications by Path Re port . PowerBroker Events by Month
Dgs?hboard Reyort b . PowerBroker for Windows Rollup Grid
File Intearit bp Asset . Privileged Rule Impact Dashboard
: grity by . Requested Elevation Impact
File Integrity by Rule Dashboard
Justification Report ashboar
. UAC Impact Dashboard
Data Export _

PowerBroker Event Analysis
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Aldl Application Malware &4

1. Gather

How Beyondinsight Malware Analysis Works

2. Correlate 3. Report

PowerBroker

Info on executed
applications

Retina:
Info on running
services and

processes (from
network scans)

PBEPP:

Info on running
services and
processes (from
local scans)

Customer receives results in context
(e.g., specific at-risk assets, etc.)
BeyondTrust Cloud - -~ -
* Processes anonymous
customer data
+ Checks data against external
malware services

* Logs results and continually checks
for future malware associations

External Malware DB

. Choduhashosagmrmmmw.re‘
data from all major AV vendors:

+ Is the evidence associated with
known malware?

* Does it appear 1o be new malware?,

New malware data is available to all

Beyondinsight customers.

1. BeyondTrust CloudZ d&E= 2 H|O|H= AEHE Edote &4 HE5|= 4|O|E

2 O
_I_AAI

X
o
oo
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Hr
o
o
oM
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Al
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w
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Al ME| AL ZZ2240| Hash A 29}
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AEZ HE7F RETHR| 2t0|HA 7|8 Eoff 2436t HE HIO|E0l= A|A-R, D HE 5 F2 AE= AEER| ESLCH
2. QHoF 2t242|2| Ok2 Hash A2 2| A2 BeyondTrust Cloud A{H|AZ Y Hash A2 248 2|5l A|l2&HC},

3. A &=l Hash G|O|E{7} Malwarel} 2=l AtSQl AL siY AEE 2= 1

-
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PowerBroker for Windows
Privileged Access Management Platform

LT 0j|Ql 2H4 (Active Directory)
PBW Snap-in GPO L
(Rule) i A

T

Bl Console Events % %%?_F
PBW Policy 2t

Privileged Management

Bl Console Events% %%.5_*
PBW Policy 2t

Privileged Management

(Domain)

» Desktop and Laptop (Local)

= 2|4 A =
= Admin H|H/AE [ 28 Jstandard User
Ly

(Workgroup)
. Desktop and Laptop (Local)

2|4 U5t -
= Admin 7\-||7-| /A}-A :@Standard User
Loy

Scanning Asset (Bl Console)
-

o L5 2iQlo| AT EQ0] X7 HhA|
LIS 2|0 LA U2

* Session Logging (ALK 7|E)
& ActiveX A|0{
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PowerBroker for Windows

Powe rB ro ke I'(P BWD) ZI 'OL-I O/S Privileged Access Management Platform
PBW 2[#H O/S

Wlndow§ & Mac 2|2l 0/S
Version

Windows Server 2008 R2

Windows Server 2008

Windows Server 2003 SP1 or later

Windows Server 2012

Windows Windows Server 2016

Windows 7

Windows 8

Windows 10 Pro, Enterprise and Enterprise LTSB

% Windows XP £:E{ Windows 20167} 5tLt2| AgentOi|A] Z| 2
Apple OS X El Capitan 10.11

Apple OS Sierra

Mac OS High Sierra 10.13.x

% Windows O/STF 2| 5= I /A &5 41t Ci2A| Mac O/S = A&

r@ PowerBroker for Windows Client (32 Bit) 7.6.msi 2018-08-22 2= 4  Windows Installer...
r@ PowerBroker for Windows Client (64 Bit) 7.6.msi 2018-08-22 2= 4  Windows Installer...
r@ PowerBroker Policy Editor (64 Bit) 7.6.msi 2018-08-22 2= 4  Windows Installer...
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MA| 2| 238 8/100| A2 8l= PowerBroker

EX BeyondTrust”

PowerBroker
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- PowerBroker for Windows
PowerBro ke rO'" E-H 3_" ]g 7|‘ Privileged Access Management Platform

Gartner

v BE NELS FH|S CHEA HIG(“--- ‘Representative vendor’ for all five key
feature Solution categories”)
v PAM 20k2| £ AIE A3 (“-Integrated, one-stop approach to PAM---")

ovum

T

T EE N L IRRE PR E  Frost & Sullivan?| “PowerBroker Password Safe“ 0f Cl{St A}

t?(hnﬂ\’iﬂ v B2 N0 He (“.--Pure-player in the:--market; significant position in the

fiscover markzt appariunifies

v PBW - E8I X E €A |7 £FM( "Leverage a Solution like BeyondTrust’s
PowerBroker for Windows to transparently remove Administrator privileges®)

v PAM &0 j|O| A{HlI : Major Player in Privileged Access Management”

sKuppingercole

v HZbetd ol = HiIL|(“BeyondTrust is a vendor you can rely on-- impressive set
@Reaearch of flexible and tightly integrated auditing tools”)
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PowerBroker 2% 7|& H|w

2|2 A8t and Application Control
for Windows Servers and Desktops

Fd BeyondTrust”

PowerBroker
Privileged Access Management Platform
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PowerBroker for Windows

PowerBroker vs AD (ACtlve Directo I"Y) Privileged Access Management Platform

Windows Al&st= UAC(HE|AT THAL = ¢ 1) ACT(Z23 &
2| st E21) ACL(EQH Aot HE) dElZ2 HEge + et A 4 &5t
Yok AR HSHOM o= E%J &5 7l oz
°|25_| AT EQO{0 EH? 2|, YOlo|E, ¥
-O272 YALOIE - AD2| GroupOf| 2|5t Elevation
- 187, 1E S Chst 22T 7S AR On-the-fly 2AI0] E5{ ¥ | - runas 7|®9| Elevation - 22 24| A
2 Elevation 7| - OU &9l HEg(ouUel 54 fA&E9 2ge flst &Y ¢l
= QUAMA TIQ)
Applocker2 A|¥
« =R 7|2 7|52 Applocker O|&
« No Central Management Interface
« 27t 2Z0| AHEAE (SYUSSe TS AHEsorah
Whitelisting A& « Admin XM M Application Identity Service Disable 7t=
« LOCAL AEE{S| O{E=810]| Local GPOWS| Applocker Policy

HEHs
+ Shell Script Z2 Interpret Code{2| 27}
« APPLOCKER S1fst= E2 20| 0|0] A|S0]| 22

M DUIE

S H pUE 2y 44 A2 '
AS:civeX Control o 2| -

- SQIE 2ALO|E0 Thet dz| Aol Aot AlS

S . 2| AL 29
- Hardware, Ports, Users, Software, Processes, Services S

Malware 2 &4 k] -
Vulnerability 4 & =4 A -
ARZAL CHo| T2 28 ALE Sig Y A|H -
£4 Iy E= A E2(0f Cist HE e Al -
AREA CHO| et 27 F 20| tist 24 2|ZE A= 1A -
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PowerBroker for Windows

PowerBroker vs AD (Active Directo I'Y) Privileged Access Management Platform
F2 s PBWD Active Directory
Elevation & E11A zg ojot
Windows Version0f| (2 3} Holgls Win7 -> Win10 A| A&td& Z2 024 A I H 7tsd
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PowerBroker vs O}O| RIHE

PowerBroker for Windows

Privileged Access Management Platform

Is PBW (PowerBroker for Windows) | Ab H| 2
Agent chl Agent (win7/Win10/Win2012/Win2016)  OSOfl 2 of|0|HEQ| Ri5t Al 1= MH B ¢S OS UpgradeA| H0|= BVl Tt
38 83 =0l 87, 318 8 =0l £3,931883 IS ATISEE0 AU St 12 HEO]
EN=3
HE| 05 2| Win7,Win10,Win2012,Win2106,Mac OSX, Win7, Win10 PBW= Win70|A] Win1022 UpgradeA|

Linux, UNIX

Migration Tool A&

2E

Al

0K

Hash / Publisher / Path
MSI / ActiveX / Shell
File Integrity (22 4 2 A8

Hash/Publisher/Path gtAl

EtAt= Z2H 0| 2| Lot &
HeHEE0| ot = H2 LM (55| Web?| Drag
& Drop)

Admin #te&

SECURITY Token 87 (7Hg} €12] 204 o &1t
=24 5,000 a2

SECURITY Token #HE (V0] 18 =& Zicz
HHAA Hol 1S, M2lY BA &l 7tsd)

IAb= 20164 0|2| V12 Q2 BAEEAl
201692 E] Security Token HAl2 QHEQIC}
5t o|M Q| viate &b CHE A1 E . V2&
ZAOIZ| QAOIZ| BEE2H . ZLQ| A HO

£
njo
n

>

m

PSR H2 A 2Q A OfS0l 94 T

Admin H3t 2|7

| Ak= Network Configuration Operators
Jdg0l2t= EX 08 2.

3 38 i)

ouzte| 3L £4712] &M & thE 2|1d

3 280| g

o
itelisti itelisti Et 2242 Portable Z2 024 2| 4 20M490f
L L o= =T T == = C'om
Whitelisting 7ts Whitelisting 7|5 912 (S D5 G5t D219l DOAES DIZ3) 8

Z0] L HEAO] HA | All Deny S S3ff H2IS|A| g2 Z2I-0l | | o o
G CHEH 22 2pCH -
Aty EsY ’ts 0] A4
my g 4= A2 0j2| 2
olg =3 HAH HIAIS 2 A o
LIRS S LW ADI 45 A 2T 2 e b T - ZE 7|ZOR T{3A gl=2OE Bete Eal
oL EBEFHA m R 77H FU LYESAAHUL SFYT1ZH S000F | S5 augy
= o

=
s
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PowerBroker for Windows

Powe rB ro ke rvs OI'O I 'ﬁ']IHE Privileged Access Management Platform

PBW (PowerBroker for Windows) ADLockdown(IQPAD)
ZE|MH 84 Interface | 2& Agent OS HAH S OS B{HOICH CHE, 24| AZEQ|0f HMOLC} CHE
2|ZLEl S5 (02| Zgof| w2t U2 2|2 M) Text Based &€& 2|Z&
OHIE & E oA M OHIE 215 25 £ LA &3 O|HIEES #e|At7} mpetslof gt
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PowerBroker vs &2 E Uil

PowerBroker for Windows

Privileged Access Management Platform

PBW AT EUI(ADEP+) Ver3 AT EUI(ADEP+) Ver10
IS4t - 254 0|4 « 20179 128 &= « 2018 YO = otH g Al 2 A 2|
HotASEAL |« 0{E2|70] Token HZ HHAl + Run As 24l . 77772
. Z0| 9240 ial2 o|l2s . -
o = 1 IACredmegtl;aIE 185101 - « Secondary Logon ServiceZ 0|835t0] Ct2 229
e 0{Z2|#0|440] T3t Security TokenS CredentialT} 12 2IB{AIS 0| 5H0] Al3H
225104 Elevation =erEsETe =<
« ARBAL AlFa AME AZo.
« Windows update & £ g1S. SCCMOj| 2| Z.
N - « HEYIAIPHE S2 25t Network
o AFZZLA AT AlSH HZO| O : . S
b FEAA °Jo‘t T 74|0‘fo| 221 (User Context Configuration Operators2t= S0 R4S E0IA
ACHA Switching YO{LZ| 243) AUt AAS A2
- DZ2MA EUX| QS e Ol B2l SIA OO
« Credential 0] siZ €4 A& ( Pass the hash 2
FE QtABIR| Q0L OO| A2 AT EA} AL S
A gtote B
Application - Jle U - s SE * s dls
Control « ZEEIZ=ZHO|LL HH0 TS « ZEE Z2ZO|Lt MY TS 24 « ZE{E Z2HO|Lt MY TS 24
Program . To oo . most . mWo oo
Restart =+ wo =58 2R g3
Agent Ct Agent (win7/Win10/Win2012/Win2016) | OSOf| 2 0j|0| M E0| H5} OSof| w2 o 0| M E Q| HS}
4g &g Toel &, 3ag &4 =ojel &y SOel e, 308 o (208 mEA gl8)
HE| OS | ¥ W|n7’W|mO'Wm2012’W|n2106'Mac 05X, Win7 Win7, Win10 (Migration PathZ7t Q=2 &Ql L)
Linux, UNIX
Hash / Publisher / Path
s 8 MSI / ActiveX / Shell Hash/Publisher/Path 24! Hash/Publisher/Path gtAl
File Integrity (28 204 A2 A8
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PowerBroker vs 2 E

E Ul

PowerBroker for Windows

Privileged Access Management Platform

A
’Is PBW T EUI(ADEP+) Ver3 AT EUI(ADEP+) Ver10
ASIALA R 24 0|2 HHAL(AFR 2} A& /M| A B
SECURITY Token #2 (2 12 200 | SREE8 SR AG AR SAMSAABME | yoy oigunm sause 2go vy 07)
Admin #tas | OlEE =22 5,0007H 2T~ seriEmeTATe=s ORIUAA LY LURY Y
GUI/CLIJA| A8 20| S Y 4 HO| Elevation 7|50| g8 HHO| Elevation 7|s0| 9l
AD OU &= 23| 12 cie| o2 M5t ] =
HM G O | OUZIS £ A47|3] ALY M8 Cjue zjm | AD QU EE KA OU 2HS0iM Ot AD OU = 243 OU BHSO0{A| OUEHS
= il 7|.hl_ o2 3o k=] © o A&l QUE oH50{ofat 2|&20] OUE oS 0{OFEt
o
Whitelisting .
. =C 7= Sl ole
Blacklisting =0h7ts st 7Is 8S Blacklisting
st 2 A pa ,
O|H1|E| 2+S Gathering & 2% 7ls8 Jlsoie
oMY A AE UIRE e
HQo 2 2HAO| | All Deny #2I2 E5l AM2|E|A| &2 o
=T = 0o S= o (] [ o] | AH | o (o2 |
AlSH B 2 o)l CisH AlsH 2pcH 0| 2|¥ Application Control 7|50| g10{A{ ¢tl) 0| 2|24 Application Control 7|50| G10{A QHEl)
AMtEE 7ts o] 214 0| 2|14
oA HE ds k| o] A o] 2|
ZAMIAl 5,00001 7] Reference
U HEAL YA 74 U Y2 (35 &%) S1CH3 =
{CHRIER 20| LU Y HAA o A72
LIPS (EAUR/210| LI/ 2L0|LIZ S MH|A/HE | 2| AL 2l A T, %)' 212 (70004 2722,

2lo| =M /2 B HH /AIAMH/BNP-Pariba
Cardif)

ATEY: 1} (S24F)

2 M FA
Interface

D= Agent OS HH S

OS BHMOIL} CHE, At AT EQ[0] HHMOIL} ChE

OS HHOtCLCHS,

A2 ALEQ|0f HOICHCHS

2| L

T (of2] 2o w2t 32 2| 2T 4Y)

Text Based Y& 2|ZE

Text Based Y& 2|ZLE
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