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Anti-Virus X|-Z 1} EDR(Endpoint Detection Response)X|=2| X}0]?
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Anti-Virus Endpoint Detection Response
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APT(Advanced Persistence Threat)d2]

EX 2X2 o5 Edst Yo} yrHo 2 L2 A|AH] FESIH XPAIL 25t ExXo| TAETIA]
X &9l &Fo| 753 AHA2 2

APT 3ZEX} - Cyber Kill Chain

@ A ZE(Reconnaissance) = @ B7] HIZHWeaponization) = @ H{Z(Delivery) = @ F|o}d 24
(Exploitation) = ® dX|(Installation) = ® % H FM°{(Command and Control) = @ &£X Tf
[ Al sllZ=(Actions on objectives) )

AN 2B ETH SEE|= Delivery(APT Life Cycle) THA| 2E EfX] U {2 0] 0| F0{X{0} &

Weaponization Exploitation Command & Control

CIPS =y Ty
(M=o 2F, 2%t ForgE 018310 = C&C Mt EAI
W) w*r wan gy (e \{g,A g29l 4y .\

829 £ 304 28 orE2o Y S Cac s 01
FEH == Delivery =
(E-mail 4 ) il 5 opgAE Wl TEE TS
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Reconnaissance Delzvery Installation ACtIOﬂS on objectives
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%7—17:}% El.-_}?_q‘?-_" -+' %']JLO ' #Eg '?‘]?:1!0“ EH?_]' I}% ‘E'&l] AP ACHE
Temper-resistant, anti-evasion B2 B 71Hg 2K HBRASE
5 719 W 1] uretA £ A e

NA™S| BE #9 BLUEY

PRATE AL

A )
= 20| oe Bl W wA ek Soir -

-

Kernel Module Analysis Cluster
Management Console Knowledge Library
LIt Hiofe | A5 oo st X B2 @
2HT 24 75 Al gy Chejet ] Profiles A2 CybeX.
Dashboard option ~ Va” AHE-X} o] Basic connection
- Intelligence, Endpoints, ‘ CyBOX, 10C 33 U X ¢
Behaviors, Search CyBOX(Cyber Observables eXpression): AlO|H 2 QEHME HH BF

10C(Indicators Of Compromised): &l X|&
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[ DETECT

2 ANALYZE
Lafiegm oo mmammem mme—— % B= HL|E Source / Action / Target2 £ 510 4
B TH | it s s - - « File, Process, Thread, Registry, Network, Memory & = =
g . - o * TUE BES V|2 2P| TN HEE St
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D

TS T2 A A0 Cfe KT Y ACHOIE 242
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QIEO| oM E LS P

[

2
In
|I11 Hel

< O|#HIE0|| CHBt Impact score , ¥

< HS|™HE(10C)= CybOX BEES

9 Suspicious Execution

Image Path

Reconnaissance Tool

Adobe Reader

Microsoft Office

Java @ Application Compromise

Web Browser

Critical File o
Capabilities

Windows Log Files

@ System Integrity Compromise

System Configuration

Survive Reboot

Load on App Launch

@ Persistence

User Account

Removable Device

g Device Control Threat Level Max Impact Range

0-20

21-60

61-90

1100

L] CounterTack

@ Lateral Movement

e System Control

g Data Exfiltration

0 Security Compromise
6 Privilege Escalation

[ [ [ o
|_ | .
o
#\ Library
Remaote Execution VirusTotal
Definitions :
Enable Hash Queries
Remote Share Access
Q
When enabled, Sentinel will automatically gquery VirusTotal with hash data collected
Removable Device from endpoints and report the number of AV engines that consider the associated file » scis 2
malicious. No file content will be submitted.
¥ Profiles
Shell Access ) o v
Enable File Submission Conditions

@ Active Setup manipulated
Admin Utility Sentinel can be configured to automatically submit extracted files to VirusTotal if no

results are found for the queried hash

@ Adobe Reader created executable file

@ Adobe Reader created new process

Availability

@ Adobe Reader opened outbound connection

# ARP Reconnaissance Command

File System

@ Ashampoo manipulated

& Autoru

CurrentVersion\Run modified
Boot Configuration _ ;
@ Autorun key \Policies\Explorer\Run modified

@ Autostart File Created
Task Schedulin
" @ Autostart File Modified

@ AVAST manipulated
Services % C:\Users\monkeysan‘\Desktop\ApcRunCmd.exe )
@ AVG manipulated (toolbarupdate exe
— Endpoint: AR-V 1 @ AVG manipulated (vprot.exe
= Wiritten by: & fzsft [ " -10-19
Remavable Device @ Backup file created
Backup file deleted
Archiving Intelligence Backup file overwritten
Classifications: Q trojan. darkse Backup file read
Malicious Files: @ 7 e
MDS: & 5 S
First Seen: 2015-1( Batch file created
Firewsall Seen On- @2
een Onc .2 e Binary Planting in Downloads
AV Coverage: B33
Disposition: ! BITS service start value manipulated

Security Policy Description: N/&

Configuration Data (BCD) voked

Boot configuration modified, possible rootkit
Security Program

Browser helper object (BHO) installed (Internet Explorer;

Browser spawned child process

Antivirus

Browser with cmd.exe child process

@ Cainand Abel Installed on PC

Process Hijacking

Close Window

Mode (private browsing
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Copyright © 2017 Infosec Co., Ltd. All rights reserved




X2t SAMo| FXH7|S50] %S

AEZQIECIOML| ‘X7|HH~ 24t — HojASE » HEFEQ| THAF X7| ZHTHA S 2E ©X|7} 7ts

Malicious
Dropper Site Update Site Control S Drop Server i
Content PP P ontrol server P nn HiJal2 =2 Q1o|o| mHUAX| sHe| EFX|

HEANA|

\l\@-\‘" \ >N v’ DropperLt Bot Agent7f AKX &[= O| 'E =y
/ ‘ h Bl MBREZAE, shizuzSel 6el B
Commands
& Data v a4383
F ; 7

L //

] Dropper Bot Agent < QA 2 EIX|A| HEtsl Q| XfsF=H
v ZEMAOEPDEE ZTZNHA
O|O|X| A2

v OARE|AL MAE oY ol
R AED] He
v OARXE A O ALXLY SID

Sometimes

Victim Host Deleted
Mol CHBt Relation GraphX|S
EgjZE O|HIE HIHE 7|8
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e WINWORD.EXE [2068]
C:\Program Files\Microsoft

Q CounterTack Labs

© Frocess

cmd.exe [1716)
Malicious Process identified.

WINT7-T-T.

Unknown

2017-02-09T18:55:25

Observec

Malicious Behavior

o |

2+0000

C:\Users\[EUser\Dow ...
ads\Invoice12345.doc

winword.exe

explorer.exe

A TEZNA

eUEEENEEEEEEEEEEENEEEEENEEEEE,

outlook.exe

Files Process Actions
Backing File .
C:\Users\IEUser\AppData\Roaming.exE
File Actions
Create ®
@ Delete .
Rename @
C:\Users\IEUser\App ... Files Write 9
15727JYPYC3CV7B.temp Read ®
Pa AN
[ | ] |
Y74 ®
46.173.219.119 n

Intelligence

Malicious .
Suspicious .
m Unconfirmed o
roaming.exe

4 w Froaming.exe Objects

Files .
Registry

o TCP/P ®

cmD.Exe [1716]

C:\Windows\System32\cmd exe

e WINWORD.EXE [2068]

am Files\Microsoft Office\Office12\WIN!

Registry Overwrite

\REGISTRY\USER\S-1-5-21-3463664321-2923530833-354662738
2-1000\Software\Microsoft\Windows\CurrentVersion\Internet Se

ttings\ZoneMap

AutoDetect

C | CounterTack

-09 18:55:09.721 - 2017-02-09 18:55:42.393 Interval
2017-02-09 2017-02-09 2017-02-09 2017-02-09
18:5517 18:55:25 18:55:33 18:55:41

System Control

Application Compromise
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n Origin & Key

L« 2 Sortby: Time v Ascending ~

Action Intelligence Impact Tags
2017-06-28 e rundli32.exe [172512] System Integrity Compromise n
18:09:16.411 C:\Windows\SysWOW64\rund|i32 exe Critical File

WU N NN NN NN SN NN NN NS N EENEENEEEEEEED
= Policy: Ransomware MBR Overwrite (possible rootkit) =

(s File Write R b4 .
@ DRO " ! :
\\?\Device\DRO PasssEEEEEEEEEEEEEEEEEEEEEEEEEEEEES

SIO|HE BX| M

220 MBR EHO{2A 7|
Zoj ofslf EFX|E|o] 2ME
7H M4 2] 0f (NetPetya)

v TIAME S8 Y aes BEa
@ rundll32.exe 2|3t MBRE S O|HIE =0l
@ StHEZ=EM2AZE HAE cmd.exeE

=
2AEE 0 AlAE B

L] CounterTack

Q CounterTack Labs

epmcess

cmd.exe [3312]

Malicious Process identified.

W10X64-NK1
2 WI0XB4-NK1\User
=
@ 2017-06-29T01:09:16.414+0000
svchost axe omd exe
B  c\Windows\SysWOW64\cmd.exe
B /cschtasks /Create /SC once /TN ™ /TR "CAW
indows\system32\shutdown.exe /r /f* /ST 18:
42
Observed

Malicious Behavior
Policy: Ransomware MBR Overwrite (pos
sible rootkit)

Behavior:

1-10f1

rundii32 exe

Relationships

Intelligence

Suspicious

000

Unconfirmed

Objects

m m Files

c73c.imp conhost.exe

Process Actions

E Backing File N ]

schiasks. axe
=

- =

CONNOSE. #08
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CASE-2 DBA{H

hp\php.exe C:\programdata\microsoft\rac\temp\rac.lo
update ah123!@# zsfedf vazeer

DB update #2|Z0| Z&E php code?}
AME|of BX|E SHH

vqqddh qadfcv fghxkl azcvbn

Process Summary

< php.exe [3620]

Endpoint: User: O
SID: 4, 5-1-5-18

Process

Command Line: c:\phphphp.exe ci\programdatasmicrosofti\rac\temphrac.lo

g 26 update ahl23!'@$# zsfedf wvazeer woggddh gadfocv fghxkl azcvbn

v JtNME S YL BED | E

" mage enavior
® HBEHHOIA FBME|= Update H2| 2 S SHX|ZH0| S= J
@ Yo|E HHME php.exell 2|3t updateZ AHOIHE 7| F =IOl

Path: & C\php\php.exe
MD5: Q 2c10d7c6df0ag85b2fad5f30639bd9f2

AV Coverage: Unknown
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A M Local PortS! Remote IPS

X851 =22

£ =2, 7ME8E &

events.tcpip_local_port =59345 and events.tcpip_remote_host=169.254.169.254

events
O|HIE Z{AH
-_—— 0O
o 1 1 | 1
an g May & ul g
' D ~ wo | Time ~ Descending ~
Time + Action
2017-02-09 == WIN-U45DDOKBS80 e Ec2Config.exe [1432]

10,1010 224
test

18:56:54.197

CAProgram Files\Amazon\Ec2ConfigServic
e\Ec2Config.exe
10.10.10.224:55345

-2 comput

Remote Host Summary

169.254.169.254

Domain:  Location: Unknawn

Remote Host

H Remote IP Summary ¢l

L] CounterTack

G e e e e e e e e

o e S R R S S SN RN RN SN N N SN SN SN RN R N SN SN SN RN S S S SN RN R R S SN RN S R N S R

1
!

+ Save Search Searches ~ All time ~ Q

| | |
Nov 8 Jan 8 Mar 8

1-1of1

Intelligence Impact
General

Network Operation
precursor-dropper
Outbound connection
established

Process Summ

Ec2Config.exe [1432] B
Endpoint: WIN-U45DDOKBS80  User: Q WORKGROUPAWIN-U4SDDOKBSB0S
SID: @ 5-1-5-18

Created on: Unknown

Image Path: @ C:\Program Files\Amazon\Ec2ConfigService\Ec2Config exe

HMEWA M E 5ol

Command Line: Unknown

1age  Behavior

C:\Program Files\Amazon\Ec2ConfigService\Ec2Config.exe

Written by: Unknown Created on: Unknown

Seen On: N/A First Seen: N/A

: Ec2Config.exe [1432]

Malicious Files Created/Executed Malicious Connections:

No known malicious hashes No known malicious connections
SCls Detected: No known classifications

Capabilities: N/A

- =L X
- r T
14
»z Dr -
=| Show Profile Card
+2 Show Relationship Graph
1
- Terminate Process
o

Extract Backing File

=

Delete Backing File

Search

@ Process

ec2config.exe 1432)

[E]  WIN-U45DDOKESEO

9 "
2 Unknown

onfigService

AProcess Termination Confirmation

tical s

nay cause an application or cr

the pro

Are you sure you want to

Terminate

ec2config.ex

Relationships

Intelligence

Malicious
Suspicious
Unconfirmed

Objects
Files
Registry
TCP/IP

@

169.254.169.254

@

=2
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0 Big Data Analytics 7|&H &

< Hadoop ## ™& 7|=& E /¢t Cloudera Big Data
< open source AFE 2= 2l TCORZ

< Oi&2 HojHe| =&, M& A 2o tict 45 =
< JEot A2 7|52 S Enterprise threat correlation
< Impala, HUE, HBASE 2| L& E QueryE AtE

Data Analytics

SEL LT

/7
%
/7
%

/
%

_fdoudera
7|2 Cluster & Z|CH 10,000 7H2| EndpointE $=& @

GIO|E LEQ| =7I0togz =JI6t= AdEZQIE A0 7t
CtYot HEQR 40| L8 = U= Fs OF7|EHIN XS

(Multi-tier Flume configuration, DMZ configuration)

4

Fast Query

Hadoop 7|8l Cloudera Big Data %!

Wezoe s BE

welel 23 43
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ZOIEO| 2X|x]=

=2
=

AlA,

Port : 9090(https) Inbound
7183(https) Inbound

Port : 443(SSL) Inbound

v2 total

SIEM
(Security Information and Event Management)

L] CounterTack

TOR Switch

Node 1: Management
1t NameNode

Node 2: 2"d NameNode

Node 3: Data Node

Node 4: Data Node

HDFS+CLOUDERA

.
as®

.
.
.
-

L2
tasssssssssEEEEEEEEEEEEEEEEEEEEEEEEEEEEESE

Port : 443(SSL) Inbound

Port : 443/444(SSL)
Both

Port : 443(SSL) Inbound

g
Collector Node

Port : 443(SSL) Inbound

]

MX| =l ETP Sensor

Region 2

[ ETP Sensor @X|7}5 OS ]

« Microsoft Windows

v" Windows Server
2008(R2), 2012(R2)
v Windows 7/8.1/10

* Linux
v CentOS/RHEL 6.8,
7.0~7.2
+ OSX
v" El Capitan

v Sierra
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|2t Conditions 2 Profiles, &A1= $|$t SCIs, Digital DNA 2 =2 43

AEZOIE #a| My SIEM
< EEE splunk>
Radar
ArcSugh'r%C
SENSOR #4224 ETP MH 8
Sl Ax = diti 5 = Cyb®X '_ i M total
M =& & (Conditions) @ Q| 22 (sCls) B3 Virus Total 2 ota
*  File Activity . BHO|7|HF QS EEH A o AYOY Hash 2
*  Process Activity e loc=7tY HE o AldH Ol M=
* Network Activity (Auto Remediation)
* Registry Activity

E T =20t (Profiles) @ HashSet/IP @ @ Digital DNA @

XI5} «  Known Good Hash/IP - Oz 2M2 St
S

A K| K 74 e
- =T ZE(Condition) o
. 01|CI)=i7§_‘|EO| O|HIE z:lldg * Known Bad Hash/IP o0& 24

(Auto Remediation)
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CounterTack

# Intelligence

Intelligence (Dashboard)

= EFX|CHAQI Classification, TraceOfl CHeE AA|ZF HE 20
» QACIXEQIEQ| OS ME, Behaviors, EventsOf| CHEH A AM|HE AMA|ZH =0l
= Z|ZE VI3 Rt TtedEE 3 HAHE 7[s A
= EfQERlZ 7[Rt 2510 EFA|ZH0| Hdst O[HE =0 &0

—

H CounterTack

H Intelligence Dashboard

Okl

Deployment Threat 41 Running Endpoints, 49 Total
by Operating System by Grouf v : :
10,003 2.12Mas 1,049vex  1.33Mas 3242 27 A
i Threat e
- by Operating System A2 by Grovgs Ay 2
- Wosous 2082 s
Wiedows 7591, 564 Ingmerng
Windows 7571, x86 Macketing (126
s
Wiedows XP 597, 586 Systoms
Activit oo ma
ity [T S s
- — PR — L —
''''' assi Trac E 2 %
Unresolved| Resolved) Unresolved Resolved|
90.8k 3 15k 27 Endpoints Behaviors Events Obijects
Behaviors
o 801 - 825 of 105,871 I| |
e B e o [ PP | [ P | S N N — N | (N |
o i Remote Process Compromise 2017.05-25 [ |
PO .cc0 Top classifications z Top Traces z
Name Behaviors Nome Behaviors

[
"
=
5
H
2
3
H
3
3
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=4 AMZaof| mE ohet

O Search

Q Search = Q, Search n El - Behaviors

Searches ¥ [EECTLE TG Q

=
=
=
v

Illlllllllllll'

Endpaints
Field ~
analyses
X | 50 [ b EXETRE
behaviors
commands 2
~
endpoints Windown T8 2 im
events 'IOI[]CB Wedom 7SIm0 Femeaos Toam i
: Windoan 7 57, 288, RO Toars-
extracted_files
Wissa P, 2 Pressattien, Natus th 0
extracted_logs —
150 o e
groups.
hashes
ips
notifications
profil
removable_devices
hret o v
20k
LR X Frem— [ _ww
1837 2017:31 2027:31 O~ Dater' Tims Mams T P & Addresse b
L Wnoowi XS] XPNECAMD e | wow | e
1] FLrean 1_xBibir N TVALITING M E—— - - _
Ov| |y st deleies SEERE powen) 1-250f146,970 | Next >
wun X i =EEa
Time b o e Impact Tags
2017-06-30 [ Maanfusingss, 0, xBAbit [R— beuns Conmection General [ o | (03 =
20:37:24.797 = Network Operation —
DecONNEETED " " Ebauns oracen [ oo | Dropper: Network Connection T
(] === Inbound connection established
Fnn WOwSYPSF]  XKENELAMO e [ _swon ] o 2
WK WOOOWSYPSF]  XENELAMO e = o —
arewe Y R SR
2017-06-30 — E— ) === General (o = 013005 19:7358
20:37:24.599 Process Operation
La=d v::—__ Process Created 013905 13
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obM A S0 CifSt ALKl £A 7Hs
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