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PowerBroker for UNIX/Linux/Windows > 224 MH|A 712

PowerBroker st S| &

Log Host
(pblogd)

Master Host
(pbmasterd)

Submit Host E\Illeontlcl).;)sgs
(pbrun) :
Privileged Task
%‘_I. .
................................................ g y StrOke
"
Privileged User Run Host

(pblocald)
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PowerBroker for UNIX/Linux/Windows > 224 MH|A 712

PowerBroker #st £ 2L

= #|s —al /usr/bin/sudo

-rwsr=xr-x 1 root root 159852 7€ 4 2017 /usr/bin/sudo
ssetuide HEO AW A| YA|HOZ AR XIS AHotE It AL X}t HdH(root) £
"sudoS O|251H root Hetsetuid) 22 HHE A 7t
= AFE XL OFL M AE (d)E Het2 AIZ 205 S8 22| |

0>

M 22t HE =7t

Mt 2| O/S A 0| Ot 24| A| 22| AFEAL | A

= |s -| /usr/local/bin/pbrun
-r-s--x--x 1 root root 1953576 Oct 18 15:28 /usr/local/bin/pbrun
# Is -I /usr/sbin/pblocald
-r-x--x--x 1 root root 1925920 Oct 18 15:28 /usr/sbin/pblocald
spbrun= B0 2 Al FAH 2 2 AERS| Hots T 2 F At ATt (root) £
= ME TH| 7} OFl Al A ARYof| CHSh AL X} 2l S8 & 3 dM 22 XHE
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PowerBroker for UNIX/Linux/Windows > 224 MH|A 712

* ElevationA| 47} &sh= 1 © 2 M Elevation 50 A= QHE

- O] 3t &7b0|2L= RA{7} admin AL= 250 f3HM= b=, 727} Ofe

Process@t elevation &|0{O} &t
« Windows XP £-E{ Windows 20127}2] 5tLt2| AgentO|M 22| 7}

@ Windows

User or computer
Group Policy refresh

BeyondTrust PowerBroker
Client-Side Extension

Wites ings -
-

Alerts driver to change in sattings Reads settings

and wvalidates signature
BeyondTrust PowerBroker
Driver

Detecis process crealtion

\(- oy Process
0 Application runs with
L maodified security token

If an applicable rule exists, the
driver modifies the security
token for the process when
the process is launched.

Launch executable file
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PowerBroker for UNIX/Linux/Windows > 224 MH|A 712

PowerBroker £ 7|5 2<%

o 7AH
REETCTEPETIN > JHPI

o AI[-|

ShEe|/SRIDAHIA
ot £0{(root/administrator//saps e A Het A H)
L}

Z—|_Q| B_HI-Z'

Session 22| Q o ZAZI7H EA Session St Key-in/Mouse Clickst 2= LS 2| Display (Key Stroke Logging)

o 7|9 E Search 7|

e 5 H/W, S/W User 59| At 2= ZFAHUNIX/LINUX/WINDOW/NETWORKS)O]| Chato] HAW,

Z}AE i
Ak Scanning S/W User S2| ZHAF Scanning & Reporting

o Q1A 2AE QE [?, Ol RA7I E2OME Q+ Lt ?
Event Logging Q o Ol A|AEIO|A RHASH=T}? Oofi T2 ]2 A|E =T} ?

o |2 O A|A&H0l|A Execution A5 3iLE?, =7t root R A2 43 SHQiLE?

o S OIS HE YR
o OHAO|LE ZH| CiSt Location, Ownership, Permissions, Size, Date/Time, File hashS2 £t
File Integrity Monitoring Q o 22 System Binary, Product Binary L} -ATIIAUS0| 2| H =R 8i2
a 22 TS0 Cifet #17 L E2H (#3/27 /AR Policy 214

| |7 HRE TUo|L FE0 dllar| 2 ATFEUC| Auditing 7S

o Whitelisting &4!2| Application Control
Application Control Q o Ransomware 24X

o Me{Lt HEO] 2] AXEL|0] SA|
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oM 7|1s > AHF Scanning

H/W, S/W, User, Process 2| A}t Scanning

v d27ts(accessible), 27ts(inaccessible) 12|12 205 (no access) S22 A4S 2|
FHE] Z}AMS sy EOHO 2 2| X EISHD, AFA A E = Z}ALO|E, P address, DNS, domain 2} operating system

Sg =g
L

Delta/User/User Delta/Asset Delta S )

Beyondl nS|ght Dashboard Assets Accounts Reports Jobs Configure
Smart Groups All Assets (8) | Assets M| © scan © Protect
Counts
» Agents and Scanners Overall oun
v Assets and Devices
Al Assets HEED “ e e
Al Assets in Password Safi Vulnerabilities - ==
High  Medi L
bhdemo.com Computers = samm o
Malware Date
» Cetral Policy for HwangHK
. Lasilgas | tsst30cays | lsst60days | lasiSOdays | Cusomoates | Jull4,2016 Jul 21,2016 | —
» CPPBW "
+ BHDW-WIPBW1 o
_‘L S P 1921680134 Workgroup:  BeyondTrust Workgroup
=1 I DN bhdw-wipbwl bhdemo,com Criticality: ~ (not defined) Ean
. Os: Windows 7 (X64), Service Pack 1 Last Updated: ~ 07/21/2016 8:50 AM (Today)
Risk 000 MACAddress:  00:0C29:5F15:63 | Deee |
Asset Details + Attributes Hardware (21] Ports (6] Processes [1) Services (164) Shares 3) Software [22) Users (8)
Attacks H 4 Page [1 v| ot b M 8 items [=]
Event Logs Name Full Name Description Privilege Password Age |Last Logon Member of Group. Password Expired | Disabled
T Administrator Administrator 14 days FriJul011138:21 2016 Administrators no False
alware
@BHDEMO  CT OU=WIPB. User (Domain) 229 days Wed Jul 13 18:38:24 2016 no False
DEMO  Cf OU=BHD U.. User Domain) 31 days Tue Jun 14 06:26:45 2016 no False
PE Events (13)
DEMO  CN= CN=Users,DC.. Administrato.., 229 days Wed Jul 13 12:02:24 2016 no False
PBUL Events DEMO  CI CN=Users,D... bhfuncacct 31 days Thu Jul 14 15:54:26 2016 no False
FileIntegrity  Guest Guest never Guests no True
Vulnerabilities  Ictestusert Ictestuserl User 246 days Mon Nov 16 14:08:22 2015 Users no False
Ietestuser2 Ictestuser User 246 days never Users no False
Manage Smart Rules m
¥ | In Queue: 0O In Progress; 0 Recently Completed: 35 = Show Status.
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[ I

A

AP/WAS MH

user ID and password for b

‘-""\
I = wl‘w 1
IEswulﬂ """" '

Femees
bt AHoz
2709l

T2 (putty 8)

v putty 20
v Meof| 219l
v Meof| 219l

—Q—-

su sudo= 0|2
E3HA A (root)
279l

0|23t0] S A

0[83to{ C

S su, sudo S
S ssh, telnet S

M| 27101 0|5 A5t #1 2o Cf

10flA 50] 2
|4 (root)22 29I
2 Mz 279l

183101 A U TjAQIE BA|E2 M

e ssh, telnet 52

0]-25}0]

Ch2 MEZ 239
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A

o
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SH 71 > Het &5

Ast 44 S

— o

v root FALL 7|Ef EHHSH 71|7<5 O| IfALRIE =& Q10| UnixLt Linuxe| £ HSH(Privilege)2| E1t4 9|
v MB{(root/administrator) & O{=2|#|0|4 EHAZ(WAS,DBA) AtE 24|

v 28 22}/ Contractor/Outsourcing 24t 52| AtE 7ts¢et 21y Aot 22|

v Standard User : Standard UserOf| 2| Z 25t super user®sts B2 0i5t= A2 2146t SoDS 716 otC}
v root 2! 7|E} superuser (Oracle/SAP/WAS admin §4) X2 210212 Malware 23 20t OfL|2} 2IH2} M4 QI A=
v Ao dek2 2| QIS(Rebootlng A
v Policy Language At22 2 26HY 9l RG] rule2 BHS 4 A0{OF &
J o S Remmmnd Wle Aﬁll
S e CrTe— .. =
DR E O Root/Adminnistrator gt
T A, e
-atform Filter = ’ ///I\
__| PBIS Settings g ——————— g;—: —q_,“"":'; WAS gt DBA et Se T
| PowerBroker Servers T r~ |
(9 PowerBroker Policy Rules Data T mmm— - e | |
(&) PBUL Configuration e - T _—
| Message Settings — = Read A3t » —— 7 Write 38t 7 — ¢ A& 43t
_| Logging and Audit Settings e | I
"] File System Settings —_—— e o W
Task Settmgs e I -8 s 2
T Run Script maoi |:|.o|
“rontab/Cron.d Task Ck)
thnns
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ANl 7] > Advanced Control & Audit

320{ 20| OfLl AIAS oA TS| HIS 2

=

—

e H2 0| Blacklist —
# rm rm delete cust_info
#rr delete EXEC del_proc
#r.sh . # del.sh
fusr/bin/rm /usr/oracle/bin/sqlplus

U2 String2 2 S| sHe 2 262 IHEio] HAO! Script, HHO| 23T 2pct
0f: delete, delete_sh_proc, # M :: £ ¢J|0|E{E delete EL|LC}.

AFEAL YE 0] opl HA|2 sRls= FEO S| HE ER
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ANl 7] > Advanced Control & Audit

30| 20| O A| AR Aol M THA2| &

v ATEHE LRO| Activity 7HA| B0 A 2 Auditing

2
LO[Lt SHO| Z2 el

Y
=

v BHZRE|JL IF0| /Y= Binaryel =22

S

=]
=
L

= Oid M SA(HZoM M 85, ME{0l|M Bt MH 845 5)

HA O (shutdown, init, reboot, su, sudo, rlogin, telnet, dd, rm ) E4

¥ Rename E|7{L} linkE B0 SAI(7|E MH E28A4 €592 4 =71)

v 71E 2= O SA

of X |

» rootZ Z219I5t=
5tE 2= shutdown
FIO A8 =

* QOracle DBA A=
Z0I5tH2 S sqlplus
ArE =

Powerbroker

root/oracle §H R4 AHEE XotEE 2 UE
e Qs

Root/oracle EHRA 2 212! 5t= 3Rt
Shutdown BN E ALE 25t 2 24 7ts
shutdown/salplus @07t rename&| ALt
link=|E2te S84 7ts

shutdown/salplus @& 017} shell script LHO||
U= EA| 7Hs

root/oracleZ2 211921 7|20|22 F8 THS0{0F &
root/oracleZ 219! 7| 20|22 root2} oracle
EHQHE all mighty 7| 50|22 EXES 2F
SO0 H(HAMHezZ E7ts)

root/oracle EXH{AZ2 2101 522 219!
®A7t 22 02U2 24 Vs

e A VA = T s R B g

— —

SAHULHHB) O 2010] T4 Qi
|.
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AFM| 7|5 File Integrity Monitoring

A5tz

t2|o] SA

[

v 2= M2 S8 THYo Ciet S ¢ &

v RI;HEI L mtAo| HetelsZ 71X |0 o E 2 a2t 2e =2
O|Lt ZC{0f| CHSt Location, Ownership, Permissions, Size, Date/Time, File hash&5& 22
| 282 System Binary, Product Binary L} 7+IAS2| QAR g1X|
5

=2 o =
v 22 US| Chat MBLYY EhY (HF/Z7HAR/Policy 218

Name Location

File Size Date and Time
Ownership Hash
Permissions Policy Violations
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&M 7| 10 Logging

Searchable I/0, Log Indexing, Enhanced Reporting

7 ZY7} S SessionS2t Key-indt 2 Lj2{2| Display Ol @43 OfCIA Session0] AIZE|9120f 10| T
OutputOlLt Error 4/EH2] reply 75 (pbreplay?|s5) E5t 2H@i2to] Keystorke LIS AlAS) R2IZ{7} SAl0] & 4
UODR QIR S ZAI0] Y THs

T2 7

v Shell Scripttje| 2L 22 7ts

SQL> committ

SP2-0042: unknown command "committ™ — rest of line ignored.
Cl SQL> commit
[ 2 ;

Commit complete.

SQL> select * from salary;

EMPID first name last name SALARY
1 Petexr Murphy 93000
L] 2 Ian curtis 88000
3 Fred DA 85000
SQL> show parameter audit
NAME TYPE VALUE
audit file dest string /opt/oracle/admin/orcl/adump
audit sys operations boolean TRUE
audit syslog level string
audit_trail string DB
sor> deletll
Term: [xterm Time: [02/04/2013 16:33:45 Position: [sez3/9643 (100%) File:[/var/pbicicgs/pb.iolog.pmurphy.sqiplus.btpbserver.]
= o
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AFM| 7| Event Logging

St rootQ A2 201 A|=3H=01?
v Y| request/O|{H QA7 T2 2SS QJPEHLE?
v O™ A|ARIO|A] 2FAHLE?
v Ol T2 g AlgLE?

v O{tH A|AEIO|M Execution A

( Who(—‘F7r) ) ( when (214)) ) (where(01EIA1))

( Why (@) ) (how(mrgﬂl))
! !

g [=] °°|1|' A
(AIHID: 1234567)

2017'3 48 17 104
158172

PC(E2 CHY) A0jA
DB AH] Sof| &

[etc/passwd T} M2

(user01)

M A8 S5

vi /etc/passwd
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SH 71 > HERA gH| SA

2= HEHI ZH|of CHet FAle =

e

3
rto

HZO A0 (Full Command Control) : HIES{A L{BIO| 20| A olik|= 22 F

A2 MM 22| (Audit and Session Recording) : HIER 3 AH|0| 3=l 2= HHY 2 MM2| Audit

st 2 2o (Flexible Policy Language) : 424 Policy Language® SHGHA £0f Sto 2 M T
BlacklistingO| Ot 7hsot 2= A2 20

v Data Driven Policy : Policy2| 2|F A4 0|2 7+ (0, H|O|EH|O| 2, LDAP query)

v M4 A3l A0 (Session Termination) : 4171 AH&SH= M-S AA[ZE Z2[210f 2| st S|

v BHO{9| Whitelisting/Blacklisting £ : @& 0{2| Accepting(Blacklisting) or Denying(Whitelisting) 7|5 7t

¥ SSO (Single Sign-on) A& : PBPS(PowerBroker PasswordSafe)Lt Et INAQ|E 22| £2M4 HF A| proxy HZS
E5SS0 7|5 Als

v Syslog A : 2& = L& actionO]| CHstH syslogE £t SIEMSO|| A

v User Message & X|& : Prompt user, message of the day, Warning, One-time Messages2| £ 7=

L

30 oy
r—ol NID r_O'E

L

¥ Rest Interface : Policy 2| /st APl A&
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SH 715 > M EJllA & 2| EY

« Searchable Index
¥ Scheduled Reporting
« Custom Reporting

VTR S——

LELLpeerpes
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Y2EH U WA

|I'I

lost User 1D,/ Password

Enter your user ID and password for hast

e om0l

I«-md app_passwd
2.

Y_.

el

l

DB & 2217 (Toad 8)

" C:loraclexe\apploraclelproduct\10.2.O\serveribin'slplus.exe:

n
o
o

I

|H

27173 (putty S)

MH(O/9S)

AP/WAS AMH| & DB MY S

char *usernamel= "app_user01";
char *password== "app_passwd";

Appllcatlon % 2|5t I’Ho °|-9-°f°:|
E3| Mol 2443510] Application A|AS

s +dsts B2 A =7t
0230 2tHS +AstH SAl =7t

)

EL TR BZEZHUS



So3A 2 IARE 2 7S

HZEA L IjA QI E 22| WorkFlow

Provisionin b{\ ) 4 A Ch

—g—

Active Directory 7"
LDAP

I
@ AskSync 002 |
I

I

I

|

I 217 UNIX/Linux/Windows A{t{
1 Sl o7t E= A

|

|

£\
SHAIH \Z SN dERA 200
==« TS (su €10] root # et
ZHEIMH / Ml A/ THA Q| = A £3H)
271019 - AU 22

(A E 24 01)

(4) sooige 220 (4) sodue =210

CHA SAEZ Proxy Session M2

FIEEETH

v A 2A= I|AQIEE Ql2d5i2| o2 : A Q| E Q12 HEAL2 pass-the-HashOf| 2|5 I|A Q| E Hz| THsA

v THAQIE AS B2|ot MM 20| SAI0) 47
v Kol 291 812t OAt TASIE W7 THs (BHE HAS AL 23




So3A 2 IARE 2 7S

PowerBroker 24| & IjAQ|E

Password 22|

« M, HEQ3,
H|O|E{H|0] A, Application
S A TjAR|E 22|

C NAE H2 Al ezt

Session 22| (P2 EA)

Z4FScanning

« H/W, S/W, User 52| ALY
2.E ZH4F Scanning 2!
Reporting

* Keystroke, Mouse Click &
ArEAL 21 7| &
* 7|9E Search 7|5

Single Sign-on A2
* ssh key
22|/ MU AA Y 22|

« AAZH3HL| Alert

« Command Blacklisting

* Hostname or IP Address
Monitoring

© PASSWORDZ2|/SESSIONZ2|/AHt SCANNING/ZHO{A|0] S2 SA|0 =~
© = APPLIANCE = 7104l
OStER AT A WAL =2 0]F AES256 ENCRYPTION
O AD/LDAP INTEGRATION
S5t REPORTING
Q4712 VlsS otz S&

Eskat2| Appliance : PBPS
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So3A 2 IARE 2 7S

AEAL IHALE Bg - 2lohe A0 7|5 AlES

PowerBroker Password Safe= 2-E infrastructureS CHAIC 2 A2} TAL|E 2 2of| C510] OtA51

B2 AR E EE - 3l5ohs A0 7IsE AlE

—=
m e
—==
. 0 M
[ 7
° —HAO_IIZ gm
==
© Q/ o AIAE0|M
B b !
NZ
AHE X sl 7 SETIES
WHA 2 ° .
| ) b5 O
ofZz|Al0| M
N ZEA|
=
=
PowerBroker Password Safe ENELEES
I
®
MMDIZ MMIY  Z2ALE3 optolE
23
I H &AL —  BeyondInsight EC RS
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HDEA Y A9 B2 7|5

T|AQIE 0| ZHS B3, HAO|(HIA), 01Z20] 4 AccessE One-Clickol] Al

s

Y --\‘\" 'Y

Active Directo . .
oap 224 UNIX/Linux/Windows At
OI4= & =
/021 o
V 270183 BRI M / MM /T2 S A y_.l
@ (MAYE 2ts £H) i @ 4 SAEZ2 Proxy Session ¢1Z
& o | —————————————— D S, — — = = = = = = = = — = > n
(s =0
A AL E LS sync
=Py 1
T I ______
|
I
|
-
L S BT, o o e s e e - e e e e e e e =
= = FELIEETY
SIEp

v ALEAtof|A| 2321 SSO A5

v AMEA= AR EE Key-in 5HA| g1 A|AH0) ZH2

 PBPSQt A|28H AtO|2] IHAQE 2}EF Sync

v IAQEE F7|1H HE 2A2A| HIZ HF,0HIE S| 2 HE

v M ZLEEY A 27, O2|1 EFO0] A|oj7t SA| A
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So3A 2 IARE 2 7S

MH|A Oj72E 2| THAQ| = S mio}

] PBPSO|| Z5tEl DART Scan 22 MH|A AY S Eahet 2= Privileged
"t A}
3FH (Discovery) & A% (Inventory) AccountE At B0

—_— o =
Asset Details + Adtriutes (1) Hardware (11) Ports (2948) Processes (48) Services (146) Shares (1)
Altacks N 4 Pge |1 (v ol ) N 146 ems
Bentlogs  Name Description Log On As Startup Type Dependencies
Ve AdobeTshioyertipdateSic [STOPPED]  Adobe Flash Player Update Service  LocalSystem Menual
ADWS (RUNNING]  Active Drectory Web Sovicss LocalSystem Automatc
SR L (STOPPED]  Appiication Experience iocatSystem Marual
(STOPPED]  Applcation Layer Gateway Service  NT AUTHORITY\LocatService Marual
PRLENS | acotonsie (RUNNING]  Application Host Helper Service  LocalSystem Automate
Fle Integrity 6)  poeinsve (STOPPED]  Applcation ldertity NT Autharity\LocatSenvice Maral RoxcSs
inerabiites (62) | Appinfo (STOPPED]  Application Irformation Locatsystem Manal Rpcss
Certificates AppMgmt [STOPPED]  Appication Management LocalSystem Marwal
apret state (STOPPED]  ASPNET State Service NT AUTHORITY\NetworkService Marwsal
AucioEndpontBuler (STOPPED]  Windows Audio Endpolnt Bulder  LocalSystem Manual PhagPizy
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So3A 2 IARE 2 7S

SSH 7| 2|

T Y AT2RE S5t0] £

rir

« AF2AL7} SSH Key AM|/dof| &
¥ SSH key= ALl =E&[R| ¢
v 2t 215 3HEl SSH Key ¥
« SSH Key Release A| 2A|Zt S&

« SSH Key Session2| 2t =5} & Replay

« I|AQ|E Authentication2 2 A}-F Fail-Over

System Name: | opensuse13.btiab.local

Accoun it Name: | 3 dmin03
DSS Key Rule Detail Authentication T o
uthentication Type: | pss - Remove
Password: Reset Passwore d
Name: Confirm Password:

Allow Fallback to Password: ||
Description: | RSA 2048-bit encrypted DSS key with

Password Rule: | High Security Password M|
auto-managed passphrase

Key Type: (s) RSA () DSA

Bit Size: | 2048 ij

Encryption: () None

] @ Days |2 B Hours 0 @ Minutes
ation: T@ Days TB Hours (45 [ 2] Minutes

(=) Auto-Managed Passphrase l Default Password Rule v “'% W] Auto-Manage DSS Key: [¥]
ing:

[CC

© (U First day of the month
(U Last day of the month

(o) Every 30 @ days

Change Time: | 1:00 AM tj
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SoSA

Y QIS B

v 0]S2[AH|0] do|Lt AT HEO|A S

c

3

c

I AR E H[A

o2

« C/C++, Perl, Net, JavaS C}st H0{E R| 5= Rest AP

A

v ALEA| THAR|E9| 2+F HE

7t

[
=
o

TTZ Torsole Writeline (" + passvordieczievalNesponse. Stacustode]
573 Console.Writeline("\:" + passwordRecrievalResponse.Content.ReadhsStringhsync() .Result) ;
return;

string responseStrin
Console.Nriteline ("--

passwordRecrievalResponse.Content . ReadhsScringhsync () .Resule;

-y

eved Passy

Console.Writeline (responseString) ;

private static void ReleasePassword()

{
* Release a passvord
Console.WriteLine ("\n—
Console.Write(">> &

Console.Write(">> C ")

string releaseComment = Console.Readline():

PasswordReleaseModel passwordReleaseModel = new PasswordReleaseModel ()
passuordReleaseodel . requestId

Convert.ToInt32 (requestIdInpuc) ;
passiordReleaseModel . reason = releaseComment;

StringContent passwordReleaseContent = new StringContent(JsonConvert.SerializeObject (passwordReleaseModel)):
passwordReleaseContent.Headers.ContentType = new MediaTypeHeaderValue ( ")

Uri passwordReleaseUri =
Htt;

new Uri (BASE APT URL + "/E
passwor =

client.Posthsyne (passwordReleaselri, passwor

ntent) .Result;

if (IpasswordRel .I
{

tusCode)

Console.WriteLine("\
Console.WriteLine("\

3 i :
" + passwordReleaseResponse.StatusCode) !

Console.WriteLine("\t" + passwordReleaseResponse.Content.ReadAsStringhsync () .Result):
return;

}

else if (passwordReleaseResponse.StatusCode = HttpStatusCode.NoContent)

{
Console.Writeline("\n\t[Pa

}
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So3A 2 IARE 2 7S

Session Recording

BE |2 Qs Keystroke= A& &1 Indexed & Searchables|C}
2|0 Click 2t 2 SIHO 2 Jump
Al 2{ 20| Oftl snapshotE FA{ Lt A|A&lof w2} ME 2] 22|
« Timestamp |
« Windows ZH|2| Keystroke0i| iS50 Keyword search 75
¢ Input =8t OfL|2} Output® Keyword Search

WIN8-VM | 11/21/2016 5:17 PM

BBl 1 ¢t click on Add/Remove Snap-in...
Ctrl+M (menu item)
C:AWindows\System32\mmc.exe
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So3A 2 IARE 2 7S

Live Session Zt2]

+ Dual Control 7=

v BRI HME AE A|TA QL=
v S E M|Moj|A| Disconnect &4
v S E M|M0j|A Disconnectst

“Lock” M A&

ol “Terminate” M A&

AMAEE
v O{Z2|3|0| M2 killing 5tZ] St HOEIO||A] O] At

%= & 5t= “Terminate & Cancel” &4

el A3 ks &

A

Aétive Sessions

Password Safe  NewReque
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So3A 2 IARE 2 7S

—

30| 22

v Real-time Activity Alerts : Keyword, Hostname, IP-address& 2 7t2.2 St email alert

v Command Blacklisting : Block command, Lock session, Terminate Session

v Hostname or IP address Monitoring : £ SAEL} AddressO|A] 2YA| Lock or Termination

« M|Mo| AZAEl & UNIX/Linux/JumpEAEE 22510 W2 £ A2 E AlSH

s
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e n oyt
et
oyt
vews

e
Vew
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PowerBroker 7|5 H]
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XA 0{&2 M vs PowerBroker

= A LR HESA|, DB Y2SA|, S8 Ald2tel, Secure O/S & CHYreh 2ok +=0| PowerBroker?} off = L35t7}?

e

MH(O/S)

A A 4

o A2E HISH S 71E SR ALEAL st L& (String) 22 S
#rm 4 fusi/data v BYP0|E HE(rename, alias S)¢t B 11I =7k irmI=rr
S— « Script 2 0|83510] BHOE 57|= B &4 27t : rm I=rsh

v 2& S ML H2EA BHIE %%ﬁll ae 830 A S =7t
g0l &

MH| 21 £ (Console £) v Secure O/S& O/S Kernel 23510 AFEAME S 2te|7F =7t

=4
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PowerBroker : A4 MH 2 £

£ SHHE

oot

A2 £ AY £ ZHAZL 101 AY 2o
°° AE S| M H45E st §H AE A8 2 E4 4| (root,asministrator,oracle,was,sap)
s D=0 MH H4&S st 2 T2 80 E4| (putty 2 2| S4|S)
Py & M MH ZE5E 21st 5 A AR 2 E5 = 4| (root,asministrator,oracle,was,sap)
/e 23| At EZ P, EZ A2t E& 7I%
AEHE su, ssh , telent, rlogin S A4 HZE HHO| EA|
=X HE 101 140l 2t AlY OfCt st M 20 (2 A 40l 2t HHOo| T &Y 7Hs)
Whitelisting/Blacklisting Alo| 210 E4|
B240f o iR E2 HZE Ha{0| Ex :
G210| =7 H0] & i, ¢ HE2E HHO SA| (Alias or rename )
Script 2 T2 ]2HL{o| H2I0| E|
I 2 E3
2101 Y20f £ =25 28 34
2M 7ls Z2 HAHO| 28 A| OTP AT L= 50!
HA|/F71/0{T AAEIOA /O T2 23 A/ A|ARIO|A Hat/a~8l & /57t
rootRAZE A=
27 2|

Link, rename& Z0{ 2, Script Le| FZ0] 2l LHH =

Searchable Indexing, Windows&= Keyword search

IjAQIE 242

MB|AA Y22

MH|A A Password 22|

ssh key 22|

ssh key search & 22|

O{S2|#0]d StE=

=

O1S2| 0] LS| StEREE 74 THAQIE &2
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H2A0EFH vs PowerBroker

= 420l &2 M2 F2 ApplianceE ProxyZ 5t0], Aol 2 SA|St= 0| 4|0] 7|5 7tA| 2 YL,
7412 At A0 E SHAle X

= Ao

= PowerBroker= Proxy E410]| 2|50 H2S Sl 7Fs5tH, BZO0] A|0f= Proxy'd4 = Agent FA 22 715310, 74 At SA

7Is HE

E
Contractor/ Contractor/
Partner Partner
EAQA 270! E3 9 HUsleR
Auditor Auditor Elevation
Command Control
Sessioh Logging D ] D
- e 5
Systems — - Systems ]| e—
Protected Protected
S|/ 29 Resource _ oltLo o Resource
Applications Applications | 2R 210l
Admin Admin Ll
(5= o]
Database Database L 287 219
Admin

Admin m__‘
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SecureQOS vs PowerBroker

» PowerBroker= Privilege(Access Control X&) £2M0|11, SecureOS= Access Control A=
» PowerBroker= At 2|2 U AL 2|1 EAH §A 220 S2HUE £ A= HHH SecureOS+= Permission control0f] 59t

Mok g2 22| 2|S

SARAM 23

Secure OS &8M

getRA 20

Contractor/ Contractor/
Partner Partner
sAg4 219 uurex 239l
. Auditor 1
Auditor File Permission
Process Permission EH g4 A2
Network Permission Elevation
sAgH 230 UHRH 27V ey
Systems
SAyztr(:]rir:‘s Command Control Admin C;’erzg‘:nnfocg%?:;)l
Session Logging
Protected
SARA 219 Qe 219 Resource
Applications AppAI:jc;tilr?ns
Admin
sAgH 230 Qe 239
Database Dz?r:ia: €
Admin
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SecureQOS vs PowerBroker

Shete A
ohe SAIT 25 AbSt e 23 Tt S A
5 SAHT 25 A5t fgaS0l S2 o3 Tt S A
23 B2IAL A% OPSO0| 24417 DLIEIZ U O|AFBIAF SHAHA] 2ALIT Q1240f| .10 B2{AL OP
of oS JHRHS0| 20 8101 Bt 4 Qls AHOZ 20150 21 BHolE 23| 23 Tt 24
M 24 M 2RI 7H0lA] 2Rt 50 BHof M| B4 2He) 3 AlAR) S A
I
Secure OS &82M PowerBroker

v SRALI HAAL ASS I HRCRE 22| IS v SYLAEN YA £ES WG 2R E 22| VS
v 2t 24 2t9] Identity £2| 7Hs vzt 2A2Lo| dentity 22| 7Hs
v 2+ Z2HA AHADOO| 29

2t o] 920 112t 182 _ v 2t Zajol Yo w2t 150 of S Task £0/(1E RO IHs)
v 20| 02 g2o| 4 f2tA CHFS 8 2 = gl Ha|d
v Hl|z| 2teio] 0| 20|72 E 92 (02 sTh2 27101510] v FA0|(Es 28)0E - SA

NARE N/ HHAH LML 2240 LS Hets| BT 22 S | v 2t 2eizp} YUQAE 211510] ZRj0l| 20{2 YTk 43 Jhs S

22 o|5 . 5t 31E 7= _

7 S B SISO = su root?] full A8 =5 743 S22 su 7t OfLl Ltk FA{O rootit SARA At Lof
v 80| 3 B 0|20 T2 Het =S of2iS ot Rl = O Dk 259! CHAO] St o1
v Mel AL N} 201 20 of2lof o|Ea/blo|EH wg s | ¢ HEIIM S ol w27 Had F0 7ks

(suALR = 2t UBlo) EY Q32 270I) v H{Z| Shell == CrontabLie] 2= HHo{of Cigt 2 7t
v BiZ| Shell W &= CrontabLi2| Z+2to| 20|l Cist 24 E7ts v 2202 E2 2oj AE HQ5tnE AI257| o2 £33 E2

(¢] =2 2+ o] E o ol & (=] [mR=5 -

v SUS| AFBOILE 263} 7159) S RH= 27191 517 T2o| Yol 0| 5[0jS OTPES| 23} 2= 7t

AR AME Its
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PowerBroker vs E} &&= M

715 Powerbroker SecureOS Mz o 224
* Permission 0| £8M
= HBH(Privilege) A0 £2M = Mo Y HE LR Its (Y2 RBAC) HZ(Access) Ao £22M
= HStol 21 45 THs (&S RBAC) » EAURY UL HA s A Y M-S LR Ths (Y2 RBAC)
» SHERA A It " A|AERH HHO ZEE AR Its EARX HA 287t
e = AARHRM HYO REE Tts » YA Bt A AR FHo| 2EE B7ts
= J2A0 7t » RUA/E|ISA/AERAMY 25 Tts StL F2 FYUL/RISA/RKERAMY 2% JHs SiLE 22
» RUARISA/ATRA(MH/HY)/H 2 E FYUYA MY 7|5 FUA/EISA MY TS
tsd 8Ll = O EX Vs elS oot £3 7)s gle
S 2} HEAl = Agent Based (Y 2A|0{= Proxy 2Al) = Agent Based Proxy g4l
» 7 REOIM &S
- Hd DC AE 2242 HY 2C2 ASHORK B
o 2= QHAHSH
s H Y Qe 2E o2 Ifg%. C ol L = ol L
==t » IE REE YA £ A B2 FH 0{E2(AH0] |« H| FHE ZE AE

OIAEA|EE| Rebooting L 9l

ojo

40[ Upgrade=|® O S& 2A|1E OP[&A| 22&
oS 7t AL

Least Privilege

-7ts

(MHE ACtzst7 Lt 2| RE 5=
H&0{(shutdown, reboot)= 1921921921
IP 0l A honggildong Ald2= H&5 &, O
HIOE AL 2 A FA A HQ
honggildong 2] user context A0f|AM AsHS
S{8ot, LIHA| 25 HAlg HE5HH
5|81} Ut ZAI21E 25 7|26 E5t

O HHO{ZF AA|LE 1921921921 IPAO|| A
E= CHE M Ao e dlie| =8 At

UE It

(MHE ACt2otAL 2|2 & 5te EEO{ (shutdown,
reboot)= 1921921921 IP 0| M honggildong
HELZ Y& 5 root 2 sustRAS WL S

5| 8ot LIHZ| & 22 HEsIH 5182t 28t
ZAIROE 25 7|53t

L7 7tsotA T F2 SU 0|
sue SA| L0l Ot A[A CHef

=’ts

(MHE ACtRot7 Lt 2| 2E 5=
HH0{(shutdown, reboot)= 1921921921 IP
0llM honggildong AE22 &5t F root 2
sustUS MPt HAlS 5185 LIHA| 2=
Y2 7550 3{ 82 Bt ZAIZOE 25
7|=stch

9
2350
sug O|83tHLt BtEA| SdRA 20012
72202 St
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PowerBroker vs E} &M

’Is

root F4 2|

Powerbroker

s otA5t0d, Yt R A0l| root 74
52 20{5H= Whitelisting 24
root #42| siiZS HH =4

EH |4 st 2o 24

SecureQOS

root 74 loging 7|22 & o0 root R42| HEtS
A ststs A

root §47 sl 20| E|UCt= HAI5H0 EH A9
S| A5t

Ao EF M

root §4 2918 7|22 2 510 root 47}
AtEot= O] Aetote YA

7|Et EA A2 loging £7ts 515101 - 3
E o ol 5t E2 9ol a4
J|EF S S B2 | Lt 20| S 9 AT Hojste J|EF S S22 210150) S R2{2] At H[of ;'Ifj ST AR A S0 S RS S8
Whitelisting 24!
RBAC(Role-Based Ite s s ass
Access Control)
JHe (QHIS A2 2 101310] O|=BIHEO) £7t5 (0S W2 Installps QAAES 2[5t 0S 2715 (0S We| Installps QAES 9|5t OS
. . . 1T [ —_— — o)
Whitelisting st AT SAS Ameojoo aist Ay | SZ0IE SASOR SYATEQOB U AAS | BYOIS SHHOR SY AmEgoig U
File Integrit o
lle Integrity s oHUo| Hash 2t F= A2 7|5 =27ts
Monitoring =
20 Mol HE LA Eafj
HMLo] CHS It UL Its 27t

Unix/Linux
Keystroke

Shell Script WOl 7t

Link 2 rename 24 7ts
Sl H&oto] Sl At
B L|E{Z!, Pause, Termination
Keyword Indexing

= Stdout keyword search

Xwindow & GUI 7|8+ E{0|'H0f| A 4=3H
Y3 =2Z ts
vi editorg MUY 247t

= Aol et =22

A
Z& 24 7ts

=

[

Eh2 Input & Output {F

SG4 dElfe| 7|5 L 54 replay

Xwindow & GUI 7|8t E{ 0| 2oj| M el HHES
AL 718 2%t

Keyword Indexing 7|5 92

Vi editors Y LHE 224 28

DE A0 cHah M 242 ot B

Link 2 rename 22 €7t

A
Z2& 247

Eh2 Input & Output YF
S E2| 7|58 L SF4 replay
Xwindow & GUI 7|8 E{0|HOoj M 3t %
S LA 715 27l
Keyword Indexing 7|5 92
Vi editors HY L 22 28

= 0| tishM 24 S ot = B
2L AY 2L %t
Shell Script L 22 €75
Link @ rename 22 875

G uszee BizHU8



PowerBroker vs E} &&= M

’Is

Windows keystroke

Powerbroker

- Windows Keystroke 21& Keyword
Search 7t

ActionO| 24l A (keystroke, Mouse
ClickA)ol| 2+ 22
Application/tH&AMH/RAEZ 22

SecureQOS

Windows keyword Search 27}

7|?_|-|_H E% Z12|- (EO#AI- I:II-AI)

oS oo o

Y20 22

Windows keyword Search &7t
T2 RE MY (S A

27 " Ibs s =7ts
Q17 M2 oo
_'A;g'c,’r'%‘;ﬂc’ » Vs (BP0 2 SA) UL Its =ts
HPO| A& 23} QS |- 715 Ets Ets
" Its
= A7 20018 & HHO SA| (Whitelisting
& Blacklistin
HEYIEH acklisting) | 2315 29t
= Session Logging ( Keystroke Logging)
= Active Session EA
= Audit 235t
Rename,links
HAE HHO LA |- 715 UL IHs =7ts
57t 24
2| ZE - ER Us Us
ZtAFScanning “Jts =7ts FEQof & EQIO| & 7|Ef 2L AT
n = = = il SIE] AQo|C EZ{E%& = ZR AQo|C 1 EO
IjAQIE THa] PBPS2t= 2& O|& Al D=oHE THAS 7|24 HE Vs B (HE A E e EE = CCI2 S AR BH0f b
a2l 7s AtEsiofst)

Windows keystroke

- Windows Keystroke 215 Keyword
Search 7ts

ActionO| 24 A| (keystroke, Mouse
ClickAlOfI2F A&
Application/CHEAMH/RFAERE 22

=

Windows keyword Search =7

U 2E MY (SSY YA

t

Windows keyword Search 27t
1MUY 2= A (SSA A
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PowerBroker(PBW) vs E} &M

s Powerbroker SecureOS

=2|#(0]/d Token #Z %A

of
« Y RA9| Credential2 0|25t0 0{Z2|#|0|M40| T
Token2 B A5t Elevation

St Security

Run As gtAl

Secondary Logon ServiceE O|&35}10] CtE S42| Credentialzt
1F A4S 0| 8sto] M

FA A A A9 Y| (User Context Switching Y O{LER|

AFERE AZ Al AHe 82| (User Context Switching
o)

01Z2|#|0|40| QUAE Al RA 2| Z2NAU0| HE S 7I5t=
oZ2|AH 04U AL, 210! 4 20| BHAHZ Jtslof st=U|
HoH0| Q= Ch2 f29] T 2mplof| HAS 718 CHA| 219
FAHZ SOItA OjZ2|7|0|4E 7| S5t ofH 20 20| =
7| 50| Qe ALt 7|5 E|EEte AFR & 2AHIE E27|= 37 UM
Registry0] = A&t HKEY-CURRENT-USER HiveE Access
UZ|5t2| kS

HER3 shares AA|L} current R42] contextS 7|Ete2 57|
20| HERX R shareof AL 27|12 A1 & & JUF.

Windows update & &= SIS, SCCMO]| 2| &,

HERXZ IP HE 52 25t Network Configuration
Operators2te 10| RAE EOjAM HSH 45 AlZ

AHE AL AHG 0t A3l A Q2| Printerlt Drive MappingO| CHE 2%
8FM  Universal Naming Convention (UNC) paths A2 & 4= g8,
Credential 0| 3112 €4~ 912 (Pass the hash 2 £E{ QF3}Z|
OIOtM DRO|AZATEAPIL AHEE A|Stote HE)
Launcher(Ht27}7|0t0|2 +¥/S5) %= Toolbar 55

Whitelisting g4

« PBWUQ| Whitelisting 7|5 0|2

= 7|2 7152 Applocker 0|

No Central Management Interface

271 20| HEE (SYAUSsH=s IS AtEsHorgh)
Admin S20|M Application Identity Service Disable 7t
LOCAL ZEE{9| 0{=810| Local GPOW 2| Applocker Policy
HE7ts

Shell Script 22 Interpret Codex{2| 27t

APPLOCKER &2tot= S22 0| 0[0] A|Z0f 224
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PowerBroker(PBW) vs E} &3 M

s PBW Et &2M H 2
Agent CHA Agent (win7/Win10/Win2012/Win2016) | OSO|| 2 of|0| M E9| B35} OS UpgradeA| 0| 24 JHsd
Hg sk coel &, 3ag &4 cojel &y BHE0| & Al 24 2 7tsH
Win7,Win10,Win2012,Win2106,Mac OSX . . PBW+= Win70M Win102.2 UpgradeA|
E| OS /Y n’, : ' ' : Ve
2E 05 A2 Linux, UNIX Win7, Win10 Migration Tool A&
Hash / Publisher / Path .
. , . EfAH= 220 20| QEZ| QLOFA 2 2FO A
32 MSI / ActiveX / Shell Hash/Publisher/Path 2] e Lo o B & = A
File Integrity (22 20 ¥2 A5 SeeericTE e =e
AHE2} 74|2*/A1|'.‘_ =YX
A gt g L4 Q| A
- SECRITY Token S8 (N SI21 208 0183 | aise we A olg WAl (unas w4) | B2 AH B2
Admin HgHS == - =711 018
GUI/CLI/AI AR 2+10] S HAl H0] Elevation 7|50] gl Ef £2 U2 AL 2 A| {22 A HR
AD OU & 24| 05 T2 22 A 85t L 712 =
B 18 o) ouztel 52 w472l M A8 B AT | S0 meooie O e 23 20| 908
Whitelisting s Whitelisting 7|5 91& AD AR A|0f8F ApplockerO]| 2|2
=2 o
U0 L 2H QO] A& | All Deny 7212 Soff A2|2|2] g2 T2 T2H0f =
S e T | G ayer 0] 2194 (Applocker0| ©|Z3tLt 7|5 0|o])
AtE LS 7ts o] A
ol HE 22 Z|e o] A
HAA HMA 5,0000f 7 Reference Ul Y& (535 &%)
22| MH 84 Interface | 2E Agent OS HZH S OS H{MOICt TS, 2}A| AZEQ)0f H{ZOICH CHS
2|Zg SE (0o 20| et B2 2|2E dY) Text Based Y& 2|2 &
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PowerBroker B7} & A
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PowerBrokero]| Ci{5t T 7}

Gartner

ovum
2 technavio v

o
.'ﬁ

discover market opportunities

.
FORRESTER L

—
T ——
—
——

sKuppingercole

@Research

NETWORKWORLD

2

v BE NELS FH|S CHEA HIG(“--- ‘Representative vendor for all five key

feature solution categories”)

v PAM 20k2| £ AHIE A3 (“-Integrated, one-stop approach to PAM:+-")

are 78 ' (“--Pure-player in the:--market; significant position in the
market”)
Frost & Sullivan?| “PowerBroker Password Safe“ 0| C{3t ZFA}

PBW - 0{£0] SXE €A AHH £FM( "Leverage a solution like BeyondTrust’s
PowerBroker for Windows to transparently remove administrator privileges®)

PAM 20} 00| 2{#IH : Major Player’ in Privileged Access Management”

Hrets Q1= HIG (“BeyondTrust is a vendor you can rely on-+- impressive set
of flexible and tightly integrated auditing tools”)
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PowerBroker Reference - =2|

MIAl z|th 28 8/100] AFEstH, O]= W 2| 28 7/100] ALE

Energy

(E)f(onMobiI
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dagoudi gSolyl .

Saudi Aramco

Husky Energy

(@ Imperial Oil

Manufacturing &
Technology

'y

SIEMENS

LocKHEED .“W,AV

0 MOTOROLA

ORACLE .

TOYOTA

Financial Services

\
FARGO

&% UBS

@ Banamex

"'JPMorganChase

A
citigroup.
Bankof America.

=

0|ﬂl’llﬂll

[ FEIOON \
W

“SCHWAB
\Capita /

Media / Telecom

4 )

é
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verizon

% cingular

fits you best

The (Q)ALTED%NEP Company

(" Gohmmonoohmon )

Government

Health Care &
Pharmaceuticals

a Abbott

# Schering-Plough

BlueCross BlueShield @

Association

MD ANDERSON
CANCER CENTER

Sprint

- J

\% Bristol-Myers Squibb )

v MIA z|c 28 8/100]
ArE5tH, O|= LY z[cf 23
7/1 OOI AI'o S

« 0|2 U Z|cH A|2EA}7/100]
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0|440] A2

2o
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=
S

G uszee BizHU8



PowerBroker Reference - Media

FOX, NBC, HBO & 2| W& AI0|A] AL

&@YAMAHA

MUSIC FOUNDATION

FOX

NETWORKS GROUP

INEMARK. "TirmeWarner

——

NEsSC

TURNER

BROADCASTING SYSTEM, INC.
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